





DATA BREACH NOTIFICATION POLICY

This policy was approved by the Committee of Management on Wednesday 21st August 2024. 
It should be reviewed again no later than 31st July 2027.

The policy has been assessed through the organisational impact assessment process.

We can, if requested, produce this document in different formats such as larger print or audio-format. We can also translate the document into various languages, as appropriate.



	SCOTTISH
	STANDARD 1

	HOUSING
	The governing body leads and directs the RSL to achieve 

	REGULATOR
	good outcomes for its tenants and other service users.

	STANDARDS
	

	
	STANDARD 2

	
	The RSL is open about and accountable for what it does. It 

	
	understands and takes account of the needs and priorities of

	
	Its tenants, service users and stakeholders. Its primary focus

	
	Is the sustainable achievement of these priorities.

	
	

	
	STANDARD 3

	
	The RSL manages its resources to ensure its financial well-being,

	
	while maintaining rents at a level that tenants can afford to pay.

	
	

	
	STANDARD 4

	
	The Governing body bases its decisions on good quality information

	
	Information and advice and identifies and mitigates risks to the 

	
	organisation’s purpose.

	
	

	
	STANDARD 5

	
	The RSL conducts its affairs with honesty and integrity.

	
	

	
	STANDARD 6

	
	The Governing body and senior officers have the skills and

	
	knowledge they need to be effective.
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1.0	INTRODUCTION 

Data Controllers and Data Processors are both subject to a general personal data breach notification regime. This means that Data Processors must report personal data breaches to Data Controllers and Data Controllers must report personal data breaches to their supervisory authority in certain situations (and in some cases, affected data subjects).

Data Controllers are required to maintain a breach register, which needs to be kept up to date and freely accessible for audit (ICO / External Auditors / FOI (if applicable). Each and every breach occurrence MUST be logged within the breach register (example at appendix 1 – attached). 

Although all breaches must be recorded within the breach register and notified to our Data Protection Officer (DPO) fulfilled by our COO, the duty to notify the Information Commissioner’s Office (ICO) of a breach is only applicable where it is likely to result in a risk to the rights and freedoms of individuals. Our DPO/COO will advise if any of our breaches are deemed ‘reportable’ to the ICO.

In the event that a breach is likely to result in a high risk to the rights and freedoms of individuals, the data controller shall communicate details of the data breach both to the ICO and to the data subjects affected without undue delay. This refers to breaches that are likely to have a significant detrimental effect on individuals. Our DPO/COO will advise if any of our breaches are deemed ‘reportable’ to the ICO and to the affected data subjects.

A sound understanding of this Policy by management and all employees is crucial, as non-compliance can lead to an administrative fine up to £8,700,000.00 or in case of an undertaking, up to 2% of the total worldwide annual turnover of the preceding financial year, whichever is higher. 
[bookmark: _Toc94080571][bookmark: _Toc174615522]2.0	REGULATION & BEST PRACTICE

This Policy has been developed taking into account: the relevant law and sector best practice. The Regulation considered when drafting this Policy was the UK General Data Protection Regulation (GDPR) and the Data Protection Act 2018. 
[bookmark: _Toc94080572][bookmark: _Toc174615523]3.0	REGISTRATION WITH THE ICO

[bookmark: _Hlk39759506]All organisations that control and process data have to register with the Information Commissioner’s Office (ICO). West Granton Housing Co-operative are registered as a Data Controller with the ICO and our registration number is Z7465766. Our registration certificate is published on the WGHC website. The function of our DPO is fulfilled by our COO, David Mills.

The ICO website has more information about their role, people’s rights, guidance and assistance - visit ico.org.uk

Further reading and updates can be found on the ICO website: 


https://ico.org.uk/for-organisations/data-protection-fee/

[bookmark: _Toc94080573]

[bookmark: _Toc174615524]4.0	AIMS & OBJECTIVES OF THIS POLICY

This Policy aims to detail our approach to data breach notification.  It is important that the relevant governing body and staff know how to deal with data breaches and when to notify the relevant authority. Our DPO/COO is on call to provide advice for all breaches.  
[bookmark: page3][bookmark: _Toc94080574][bookmark: _Toc174615525]5.0	WHAT CONSTITUTES A PERSONAL DATA BREACH?

One of the requirements of the UK GDPR is that, by using appropriate technical and organisational measures, personal data shall be processed in a manner to ensure the appropriate security of the personal data, including protection against unauthorised or unlawful processing and against accidental loss, destruction or damage.

The following is considered a data breach- this is not an exhaustive list and common sense should be used when assessing any data incident:

· “Personal data breach” – a breach of security leading to the accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to, personal data transmitted, stored or otherwise processed.

· “Destruction”-  this is where the data no longer exists, or no longer exists in a form that is of any use to the controller;

· “Damage” - this is where personal data has been altered, corrupted, or is no longer complete;

· “Loss” of personal data, this should be interpreted as the data may still exist, but the controller has lost control or access to it, or no longer has it in its possession;

· “Unauthorised or unlawful processing” - include disclosure of personal data to (or access by) recipients who are not authorised to receive (or access) the data, or any other form of processing which violates the GDPR;

· Any type of data breach should be categorised under one of the following sub-categories when reporting it to the appropriate authorities:

· “Confidentiality breach” - where there is an unauthorised or accidental disclosure of, or access to, personal data;

· “Availability breach” - where there is an accidental or unauthorised loss of access to, or destruction of, personal data; 

· “Integrity breach” - where there is an unauthorised or accidental alteration of personal data.




[bookmark: _Toc94080575][bookmark: _Toc174615526]6.0	DATA BREACH - DATA PROCESSORS

In case of a breach, staff should notify the COO, or CEO in their absence without undue delay after becoming aware of it. In all instances, both the COO and CEO should be made aware of any breach reported. There are no listed exemptions from this in the Regulation and all such breaches will be reported. 
[bookmark: _Toc94080576][bookmark: _Toc174615527]7.0	DATA BREACH - DATA CONTROLLERS

In case of a breach, staff should notify the DPO/COO, or CEO in their absence without undue delay after becoming aware of it. In all instances, the CEO should be made aware of any breach reported. Following advice from our DPO/COO, In case of a reportable breach, we will:
 
· Report the breach to the ICO, without undue delay; and, where feasible, do so no later than 72 hours after becoming aware of it;

· Where the breach notification was delayed by the more than 72 hours, an enclosed letter of explanation of grounds of the delay will be attached; 

Reporting of the breach will be done through:
https://ico.org.uk/for-organisations/report-a-breach/personal-data-breach-assessment/ or via post on their current mailing address

If the data breach contained sensitive personal information regarding of the data subject we will disclose this breach to the data subject affected, detailing the following in plain, clear language:

· The name and contact details of the Data Protection Officer or other contact point where more information can be obtained; 

· The likely consequences of the personal data breach; and 

· The measures taken or proposed to be taken by us to address the personal data breach, including, where appropriate, to mitigate its possible adverse effects.

This is subject to the following exemptions: 

· The breach is unlikely to result in a high risk for the rights and freedoms of data subjects;

· Appropriate technical and organisational protection were in place at the time of the incident (e.g. encrypted data); or

· This would trigger disproportionate efforts (instead, a public information campaign or “similar measures” should be relied on so that affected individuals can be effectively informed)

· If any of the above exemptions apply, we will not be required to notify the ICO. 


Any such breach will, however, still be recorded in the breach register.
[bookmark: _Toc94080577][bookmark: _Toc174615528]8.0	DOCUMENTATION REQUIREMENTS

A breach register will be created and regularly updated by us to document each and every Incident, irrespective of how minor or trivial. This register shall comprise of:

· The facts relating to the personal data breach; 

· Effects of the breach; 

· the remedial action taken; 

· and any communications the ICO or the data subjects;
[bookmark: _Toc94080578][bookmark: _Toc174615529]9.0	ROLES & RESPONSIBILITIES

[bookmark: _Toc529429756][bookmark: _Toc94080579]All Staff

· Reporting any/all security incidents, breaches, or suspected breaches to the Governance & Compliance Manager

· Assisting with any investigation

· Implementing any actions to contain and recover information 

[bookmark: _Toc529429757][bookmark: _Toc94080580]Chief Operating Officer 

· Recording all security incidents

· Deciding if incident has resulted in a personal data breach

· Manage investigations and actions to contain and recover information

· Notify the relevant staff, ICO, data subjects

· Identify lessons learned and implement actions to reduce future reoccurrence

[bookmark: _Toc94080581]CEO / Board

· Ensure appropriate resources are allocated to assist in breach investigations, containment and recovery

· Review Breach Register and reports

[bookmark: _Toc94080582][bookmark: _Toc174615530]10.0	  WHAT TO DO IF YOU WISH TO COMPLAIN ABOUT THIS POLICY

If any party involved wishes to complain about our approach to breach notification, they should refer to our Chief Operations Officer who is responsible for overseeing this Policy and, as applicable, developing related policies and guidelines. 

The post is held by: David Mills, 0131 551 7230 or david.mills@westgrantonhc.co.uk

[bookmark: _Toc94080583][bookmark: _Toc174615531]11.0	EQUAL OPPORTUNITES

We are committed to ensuring equal opportunities and fair treatment for all people in its work. In implementing this policy, our commitment to equal opportunities and fairness will apply irrespective of factors such as gender or marital status, race, religion, colour, disability, age, sexual orientation, language or social origin, or other personal attributes.

[bookmark: _Toc94080584][bookmark: _Toc174615532]12.0	REVIEW CYCLE

This policy will be reviewed by the end of July 2027.
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[bookmark: _Hlk9497661]WEST GRANTON HOUSING CO-OPERATIVE LIMITED
[image: ]                           26 Granton Mill Crescent Edinburgh EH4 4UT
                           Tel: 0131 551 5035     Email: mail@westgrantonhc.co.uk
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West Granton Housing Co-operative Limited is a fully mutual housing co-operative 
registered as a social landlord with the Scottish Housing Regulator (HAC 225); and is a 
registered society under the Co-operative and Community Benefit Societies Act 2014 (2357 RS).
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Date/Time 

became aware of 

breach

How became 

aware of breach

Date / Time 

breach occurred

Date/Time DPO 

informed

Description of breach  Categories of data involved

No. of 

records 

involved

No. of 

data 

subjects 

affected

Notification 

to ICO 

required?

Date/Time of 

ICO notification 

ICO Case 

Number

Data Subject 

Notification 

required?

Date/Time of 

Data Subject 

Notification

Reasons for Notification Decisions

Actions Required to prevent 

reoccurrence

Date of expected 

Implementation

001

TAB 001

09.04.20

12:33

Incorrect email 

recipient 

informed

09.04.20

12:25

20.04.20

10:30

Email sent to parent at daughter's 

school in instead of regulator.  Both 

have the same first name .  

The email contained no actual data 

apart from a question asking if the 

EESSH return had also  been 

extended? The only data it did 

containt was the email address of 

another person at the SHR who 

were also cc'd into the original email 

1 2

Tried to recall message on 

09.04.20 at 12:33pm.  Recall 

unsuccessful. 

NO N/A N/A N/A N/A N/A

Always check sender email addresses - 

esp. when homeworking (where there 

are more distractions as opposed to 

working in the office). 

Immediate

002

TAB 002

20.4.20

Mail returned by 

Royal Mail

28.2.20 21.4.20

Mail re: Committee meeting sent to 

members previous address

Details of Committee meeting 1 1 None, mail returned unopened Committee address sheet updated NO N/A N/A N/A N/A N/A

Check addressee spreadsheets up to 

date

Immediate

003

TAB 003

20.4.20

Mail returned by 

Royal Mail

13.3.20 21.4.20

Mail re: Rent increase sent to tenants 

previous address

Details of rent increase 1 1 None, mail returned unopened

Checked tenant address 

spreadsheet

NO N/A N/A N/A N/A N/A

Check addressee spreadsheets up to 

date

Immediate

004

TAB 004

20.4.20

Mail returned by 

Royal Mail

9.3.20 21.4.20

Remittace note sent to wrong 

contractor address

Summary of Contractor payment 1 1 None, mail returned unopened

Checked & updated contractor 

address

NO N/A N/A N/A N/A N/A Check contractor address Immediate

005

TAB 005

15.5.20

Tenant advised 

us

15.5.20 n/a Arrears letter sent to wrong address Arrears balance 1 1

None, actual-mail passed to tenant 

by neighbour. Potentially neighbour 

may have become aware of 

confidential information

No breach occurred NO N/A N/A N/A N/A N/A Check tenant addresses Immediate

006

TAB 006

24.6.20

Committee 

member 

advised us

17.6.20 n/a

Bank statement with account details 

sent out with committee papers

Bank details 1 1

None, name on statement redacted 

although address did show, 

Committee bound to Confidentiality 

No breach occurred NO N/A N/A N/A N/A N/A

Redact more details if need for similar 

info to be sent to Committee

Immediate

007

TAB 007

14.7.20

Mail returned by 

neighbour

13.7.20 n/a Arrears letter sent to wrong address Rent receipt 1 1

Neighbour may hav eopened and 

seen neighbour rent payment details

no breach occurred - letter returned 

unopened by neighbour

NO N/A N/A N/A N/A N/A Check tenant addresses Immediate

008

TAB 008

09.03.22

Suspicious 

activity on CEO 

laptop / Emails

09.03.22

16.00

n/a

Emails purporting to be from CEO to 

AFO authorising payment of a £30k 

invoice. AFO suspicious. COO 

aware that CEO couldn't send emails 

due to meetings. CEO laptop could 

be seen to be being manipulated by 

someone else. Laptop immediately 

closed down and ICT Company 

Informed

Staff Names and Financial Details 

for payment of 1 x invoice

1 2

WGHC could have suffered a 

financial loss of approx. £30k and 

other issued to server based.

External ICT provider contacted 

immediately and (to their credit) 

they went straight into the back end 

of the laptop and the server to 

ensure no further damage could 

occur.

NO N/A N/A N/A N/A N/A

ICT company changed passwords, 

interrogated all systems.

Immediate

009

TAB 009

03.10.22

Propsective 

Tenants advised 

us

22.09.22

15.00

n/a

Incorrectly addressed letter to 

prospective tenant. Instead of "Easter 

Drylaw Grove" letter was addressed 

to 'Easter Drylaw Drive'

Name and Address 1 1

Prospective tenant was upset that a 

letter destined for them had been 

mis-addressed.

Address details for prospective 

tenant checked. It was correct on 

database. It was a typographical 

error when compiling the letter.

NO N/A N/A N/A N/A N/A Check tenant addresses Immediate

010

TAB 010

011

TAB 011

It is a legal requirement to keep a record of all personal data breaches.

Lessons Learned

Data Controller

DPO

No. Reference

Details of breach Notification

Actions taken to resolve the 

breach or mitigate adverse affects

Actual or Potential Consequences 

of breach

West Granton Housing Co-operative Ltd

David Mills / COO
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Our tenants are paramount in everything we do
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